W) Check for updates

Received: 10 April 2023 | Revised: 7 February 2024 Accepted: 9 February 2024
DOI: 10.1002/cpe.8057

RESEARCH ARTICLE WILEY
BLOCKBOX: Blockchain based black box designing

and modeling

Cagatay Korkucl® | Nilay Aytas Korkmaz2® | Yasin Gencl® | Ahmet Akkocl® |

Erkan Afacanl® | Erdem Yazgan®

Electrical and Electronics Engineering, Gazi

University, Ankara, Turkey Summary

2Electrical and Electronics Engineering, With the development of technology, data has become more accessible. The storage

Kirikale University, Kirikkale, Turkey of critical and valuable information is getting harder and harder with the increase of

S3Electrical and Electronics Engineering, TED

University, Ankara, Turkey cyber attacks and vulnerabilities of network and internet. The centralized storage of

data causes security and privacy problems. As a remedy to these problems, blockchain

Correspondence T . . q AT
Cagatay Korkuc, Electrical and Electronics has occurred. The reliability, transparency, integrity and confidentiality of the data have
Engineering, Gazi University, Ankara, Turkey. been increased with the blockchain technology. Blockchain maintains the immutability

Email: cagatay.korkucl@gazi.edu.t . . . .
mail: cagataylorkucl@gazl.edu tr of the data with cryptographic hash algorithms. The data is kept in distributed struc-

tures with the consensus algorithms so that it is not lost. Projects and studies using
blockchain technology have shown that data stored in centralized structures is not as
reliable as data that is distributed and secured by cryptographic algorithms, smart con-
tracts, and consensus. The data of flights, which is a critical data, has a great place in
world transportation. The parameters inside the black boxes guide us on why the air-
crafts have crashed: whether the responsibility belongs to the manufacturer, to the
pilot, or to the aircraft technicians. In this way, the real reasons of the accident may be
determined and measures can be taken for the accidents that may occur afterwards. In
addition, the safe delivery of all black box data to the interested parties and its storage
in away that isimmutable will not only benefit to the manufacturer’s self-development
by processing the data, but also help flight companies to find optimum flight data. Both
the flight companies and the manufacturer will be able to read the black box data, thus
the suspicion of data manipulation will be eliminated and the data will become more
transparent. In this study, a system is proposed in which an aircraft’s black box data can

be saved safely and securely with the help of blockchain technology.
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1 | INTRODUCTION

With advances in information and communication technology (ICT), the data which is circulated on any network became more vulnerable because
of cyber attacks and threats. Nowadays, with the increase in cyber attacks and cyber threats, many security products such as firewalls, intrusion
detection and prevention systems (IDS-IPS), endpoint security products, data loss prevention systems (DLP) have been developed and continue to

be developed in the field of cyber security. The security of data that is on the internet or on any network has become a matter of discussion. The
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investments made by companies and even countries for data security continue to increase day by day. Both penetration and service interruption
attempts such as denial of service (DoS) and distributed denial of service (DDoS), have reduced the trust in central systems.

This is how the idea of using distributed systems instead of centralized systems emerged.! If the attacker wanted to manipulate the data, he/she
had to capture all the nodes at once or attack all the systems at the same time. With distributed ledgers, it has become almost impossible to change
the information stored. But this time other problems occurred: In which centers was the data held correct? How did achange in one of the distributed
ledgers affect the entire data? How was the network protected and how did the nodes or peers maintain their own security? The answers to all of
these questions were found in the article “Bitcoin: A peer to peer electronic cash system” by a person named Satoshi Nakamoto in 2008.2 Bitcoin,
the first example of blockchain, seems like an interpersonal money transfer, actually became an answer for many unknowns in the world. The money
transfer between people has been called as a transaction and it continues until the size of transactions reaches a certain amount. Then, they must
be written in a block. Block is a structure that includes all the transactions. This block is linked to previous block by adding the hash algorithm of the
previous block and a chainis formed in this way. These transactions are kept in distributed ledgers called miners around the world, and are confirmed
by consensus of miners.

In Reference 3, it is claimed that this technology can be used not only in money transfers but also in asset transfer after Bitcoin, and a different
perspective has been brought to the blockchain. In fact, the starting point is to establish a network where blockchain applications that uses smart
contracts canrun. Smart contracts are code pieces, stored in the blockchain network that automate the execution of a contract when predetermined
conditions are met. Today, many applications run on the Ethereum network.

In the light of all this information, many applications are working with blockchain today. There are applications using blockchain technology
in many sectors such as money transfer, data transfer, banking, finance, currency, voting, energy, supply chain, accounting, healthcare, insurance,
energy, Internet of Things (loT), real estate.*> Some of these applications work on open blockchain networks such as Ethereum, Solona, Polkadot
while others work on closed blockchain networks such as hyperledger. In open (permissionless) blockchain networks, everyone can participate con-
sensus process to validate transactions, on the other hand, in closed (permissioned) blockchain networks, only participants who are allowed by
administrators can join the network.

As it is well known, all aircrafts have to keep many flight data in devices called black boxes. Although the number of parameters to be
kept from aircraft to aircraft varies, it is mandatory to keep the data in accordance with the legislation. Flight data recorder (FDR) and cock-
pit voice recorder (CVR) devices, which are called black boxes, play an important role in illuminating the accidents and determining the person
responsible. If the black box is not found or becomes unusable, the cause of the accident may not be clarified. Since it is not clear whether
the accident was caused by pilot error, weather conditions or the manufacturer, sometimes no precaution can be taken for the next accident
and people lose their lives. The black box is only read by the manufacturer, so flight companies suspect that the information may have been
manipulated.

In Reference 6, a tamper proof and verifiable blockchain based event recording system model, which can keep accident and records of
autonomous vehicles is presented. The recording black boxes of trains which are named as juridial recording unit, are designed on blockchain net-
workin Reference 7. Zugchainis ablockchain based train event logger that contains communication layer with Byzantine fault tolerance. This project
accelerates the digitalization of railway systems and ensures the safe export of data. In Reference 8, it is explained how blockchain can be applied to
vehicular networks (VANET). In this study, for a secure and distributed storage, Hyperledger Iroha is used because of its simplicity and unique design
for good working with loT applications. We have extended the propositions given in References 6-8 to aviation. A blockchain based data recorder
using cloud systems is proposed in Reference 9. It is mentioned that open blockchain network is not appropriate for FDR because of transaction
fees and time response but if smart contract can be applied on closed networks, it can be a useful for FDR.

The primary motivation for this research stems from the current limitations in FDR data management. Traditionally, only aircraft manufac-
turers can access this data, which poses significant risks in case of loss, leading to uncertainties in accident investigations and accountability. The
post-accident research and the process to retrieve the black box incur substantial costs. Consequently, the study advocates for a shift from local
storage to a distributed ledger architecture, ensuring data immutability, resistance to manipulation, and cost-effectiveness. The proposed solution
involves securing FDR data against cyber threats like ‘man-in-the-middle’ attacks through cryptographic algorithms during transfer and storage.
Establishing a consensus mechanism within the distributed ledger is crucial to validate data accuracy. Additionally, advanced software should
manage authentication and data access.

Traditional methods can be used to retrieve data, but proof must be provided that the data received on existing storage units over the internet
has not been altered. Moreover, if the data is transmitted in cleartext while being transmitted peer to peer, it becomes vulnerable to attacks and
interception. If it is stored in a central structure rather than in distributed structures, it becomes a target against cyber attacks. If it is stored in
cloud storage instead of traditional storage architecture, there is a need for a separate software that can act as a smart contract, perform both
authentication and authorization management, and control data access. If FDR data will be transmitted, stored and accessed with an approach
different from blockchain, there is a need to develop specialized software where only relevant flight companies can see the data of their own aircraft,
and manufacturers can see the data of the aircraft they manufacture. The storage units where the data will be stored must be kept in a storage area
that can only be accessed by flight companies and aircraft manufacturers and must be located in an isolated network that cannot be accessed by
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anyone except the relevant companies. Even in such a case, it is almost impossible to ensure that traditionally stored data is secure, transparent and
immutable.

The feasibility of this proposal is examined through the hyperledger fabric architecture, a permissioned blockchain network known for its
immutability, transparency, and distributivity features. It employs membership service provider (MSP) and digital identity library for identity man-
agement, with digital certificates issued by a certificate authority (CA). The architecture, including CA, peers, orderers, MSP, and digital identity
library, is deployed on Docker containers. CA provides the basis for an organization’s actors to have a verifiable digital identity. Public key cryptogra-
phy is used to prevent data interception, with practical Byzantine fault tolerance (pBFT) as the consensus mechanism. A smart contract, developed in
Golang, manages authentication and data access. Distributed ledgers will ensure that data is immutable and they will be held on the centers decided
by flight companies and manufacturers, which are currently located in different parts of the world. Instead of establishing a new network, existing
systems will be used, thus it is expected that the costs will be reduced.

To the authors knowledge, blockchain technology has not been previously designed and realized in FDR technology. In this study, we propose
that the black boxes data are kept in blockchain network. Considering that the data is encrypted and stored in the network in an immutable way, it is
thought that it would be beneficial to use the blockchain technology. Section 2 presents the related works on the subject. Section 3 presents black
box technologies, Section 4 presents blockchain technology and hyperledger. Section 5 explains project details for black box modeling. Section 6

mentions limitations and future works and the comments and results will take place in the Section 7.

2 | RELATED WORKS

In the literature, a lot of studies have been done on the development of black box technology: black box search,'®!! cyber security of aviation
technology,'?'® new approaches for black box design.'#-” Over time, black box technologies have been developed and legal tightening has been
made.

FDR has been developed over time, both physically and with legislation. Current aircraft accidents and disasters drive the improvement for
protection of the aircraft data log and the flight data log. The last known idea introduced a concept for ground collecting and analysing flight data.
The main idea of this system is that all information about the aircraft and flight would be transferred online using ground communication stations
or satellite networks and then stored at the ground monitoring station for later analysis. Special software identifies a non-standard behavior of the
aircraft in real time and apply a relevant corrective action if needed.’® In Reference 11, it is proposed that the strengthening of underwater signals
is required in order to find black boxes more easily. It shows that to find black boxes is a real case for flight companies and also for manufacturers.
Obtaining flight recorder data is an important problem for both the manufacturer and the flight company. These data are important both in the
prevention of accidents and in accessing the aircraft after the accident.

In Reference 12, cyber security and cyber terrorism on aviation is investigated. This study mentioned about to identify critical aviation
information systems, to review the effectiveness of existing mitigation measures, to identify any vulnerabilities in current security arrange-
ments, to learn good practices on how to address these vulnerabilities and determine how to better manage the identified residual risk. Air
traffic management risks, cyber security problems in aviation technologies and how they are important for flights and human life are mentioned
in Reference 13.

The idea of carrying aircraft black boxes data wirelessly is mentioned in Reference 14. The architecture and modeling of receiving data online,
rather than locally, is explained. There are four main motivations in this article. Data recording is so important on airplanes because if the FDR gets
lost, the last data will be accessible. In an emergency; if pilot did not notice the problem, pilot can be informed or alerted about the problem. This
system can prevent the accidents which is caused by pilot errors. Also via this study, reason of accidents can be found and it can prevent future
accidents. In Reference 15, a method has been proposed for making a backup of flight data. It is about the development of an incremental clustering
method for anomaly detection with dynamically growing dataset. This method is proposed for emerging clusters and updating existing clusters.
The main aim of this study is to prevent the loss of information. The authors analyze the information for flight traffic management and pre-warning
systems and gives an example of anti-collision warning system design in Reference 16. This study is about to analyze the inputs and outputs of the
unmanned traffic management system of the fuzzy assurance monitor. It tests the ability to determine if there is animpact on safety or efficiency and
then assigns the relevant risk. A flight data analysis system is designed in Reference 17, to show real statistics of flight data. This analysis will include
crew operational behaviors, flight performance and engine status. The main aim of this article is the elimination of security risks and ensurance of
the aviation safety.

Also there are lots of studies about blockchain based data recorders,®-? data protection with blockchain,'® blockchain for data integrity,®”
blockchain for data and network security.20-21

In Reference 18, sensitive and personal data privacy and security is explained. The users should own and control their data without compromis-
ing security or limiting the ability of companies and authorities to provide personalized services. Users do not need to trust any third party and are
always aware of the data collected about them and how it is used. Reference 19 explains the problems such as scaling problem, security problems
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arising from central architecture, problems experienced when devices talk to each other securely. This article focuses on a blockchain-based secu-
rity protocol to solve these problems and protect data integrity. In Reference 20, network authentication and secure data transfer using blockchain
technology is proposed. The algorithm mentioned in the article, shows that the implementation of blockchain for loV communication and security
management can be an important problem. The article?! focuses on the availability issues of network storage service. The authors use blockchain
for double-server storage model and also propose secure deduplication and share auditing using a novel deduplication protocol to protect users
from losing data using duplicate faking attack or single point of failure.

When the studies on the aircraft FDR are examined, it is seen that most of the studies are on data protection, data accessibility, online viewing
of the data and searching the black box. These studies have generally focused on bringing data to the real world instantly with hardware or software.
Because if an aircraft’s data recorder cannot be reached, an accident may not be clarified and it is unknown whether it was due to production or
pilot error. For this reason, sometimes the manufacturers or flight companies may confront with difficult situations. There is a need for software or
hardware that will enable the data to be viewed by both the flight company and the manufacturer without being corrupted or manipulated. Although
there have been studies so far, a solution to this problem has still not been found.

It has been observed that blockchain is a useful solution in both closed and open networks for data recording and asset transfer problems. The
fact that a data recorded in this technology cannot be changed afterwards, that all data from the past to the future are recorded and this recorded
datais keptin adistributed architecture, the blocks are depended to a consensus while forming, both authorizations and contracts can be made with
smart contracts have shown that blockchain technology can be a solution to mentioned problems.

In this study, a solution to this problem is proposed in which both the manufacturer and the flight company can monitor flight data on a closed
blockchain network. They can use this data to eliminate pilot errors, manufacturing errors, to maintain flight optimization, fuel efficiency and also

to research about the possible causes of accidents.

3 | BLACKBOXTECHNOLOGY INAVIATION

In aviation industry, FDR and CVR which are known as black box by public, are the most mentioned components of aircraft especially after aircraft
accidents. Actually, these data boxes are not black, they are orange, but because of bad news, they are named as black boxes. FDR is the recording
device that records many parameters of flight, such as speed, acceleration, altitude, angles of flight control surfaces and so forth. A typical FDR is
shown in Figure 1.

The Federal Aviation Administration (FAA) has made it mandatory for all aircraft to have a FDR and a CVR for each aircraft engaged in transporta-
tion. Since it first came out with the developing technology, it can save much more data today and it has been made much more durable physically.
The parameters collected in the FDR are used not only for the investigation of the accident, but also for the improvement of the performance of
the aircraft. The flight performance and fuel performance of the aircraft during the flight phases can be observed and it can be determined whether
there is any malfunction in the aircraft and whether the software is working efficiently.

Due to the accidents between 1988-1997, the number of FDR parameters which should be recorded according to the production years of
the aircraft were determined. The number of the parameters required to be recorded for passenger airplanes that have received type approvals
according to their productionyearsin 1997 has been determined by the FAA. Parameter numbers accordingto production years are shownin Table 1.
Thus, regardless of the year of manufacturing, it has become mandatory to record the first 18 parameters in the rules.'%?2 With the studies carried
out in the following years, the recording times of the devices and the number of parameters were increased and efforts were made to increase their

durability against physical damage.

Honeywell

FLIGHT
RECORDER

DO NOT OPEN

FIGURE 1 Flightdatarecorder.
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TABLE 1 Number of FDR parameters by aircraft manufacturing years.

Manufacturing year Number of parameters to be applied
Before 1991 At least 18-22 parameters

Between 1991 and 2010 At least 34 parameters

After 2010 At least 57 parameters

After 2012 At least 88 parameters

4 | BLOCKCHAINTECHNOLOGY ANDHYPERLEDGER

Blockchain is a cryptographically verifiable digital distributed data recording method with sequential and ascending blocks. The blocks in the
blockchain that contain the data are linked to each other by cryptographic hash algorithms.?® On the blockchain network, there are smart contracts
that enable the transfer of valuable assets or data. Before data transfer, errors are reset through consensus and the transfer process is performed.
The hash value of the transaction is recorded in many decentralized ledgers in adistributed structure. In other words, blockchain is a technology that
uses distributed ledger technology (DLT). In blockchain technology, while the data of the transfer transaction is recorded in the ledgers, the trans-
action is kept secure by using cryptographic algorithms. In short, blockchain is a distributed ledger that is cryptographically secure, very difficult or
impossible to change, and whose updating depends on consensus or smart contracts.?3-2°

The history of blockchain technology can be divided into pre-Bitcoin and post-Bitcoin. Bitcoin has shown the world that the blockchain technol-
ogy works correctly and has introduced this technology to the world, so Bitcoin can be considered as a milestone in the historical development of
blockchain. Before Bitcoin, the concept of digital signature was mentioned in the prevention of tracking payments and money transfers. The article26
can be considered as the first step in the history of blockchain. In Reference 27, the time-stamped and cryptographic signing of a digital document
is proposed which is similar to the blockchain technology because it includes the concept of timestamp and cryptographic algorithms.

Bitcoin transactions are kept in ever-growing digital ledgers. Digital ledgers are copies of each other and exist in a distributed structure.
Transactions in the ledgers are kept in blocks and the blocks continue to increase. Each block contains the information of the previous block, sum-
marized with hash algorithms, so that a chain of blocks is formed. Bitcoin uses the distributed ledger structure, cryptology, game theory as the basic
components and verifies the blockchain technology.224

Another revolution and perspective of blockchain technology is the Ethereum blockchain network. The Ethereum network was announced to
the world with an article in 2014 and started to work actively in 2015. Ethereum works as the world’s largest virtual server.® It is a crypto operating
system with its own programming language (solidity), which allows the development of decentralized software, applications and smart contracts in
adistributed structure. The number of applications and software running on the Ethereum network is increasing day by day.

Blockchain technology, integrating cryptography, consensus mechanism, DLT, and peer-to-peer communication, is recognized as a modular and
evolving technology. Recent studies in blockchain, contribute to its development by proposing new access control schemes, secure transaction sys-
tems, and encryption methods. In Reference 28, it is proposed a blockchain based access control scheme which hides attributes with a decryption
method. The attribute-based access control model is deployed for access control, the authors have designed and implemented a blockchain-based
secure storage system by utilizing distributed consensus to realize data security, traceability, and immutability in Reference 29. In Reference 30,
a blockchain based peer to peer multiparty transaction scheme is proposed which allows multiple users to participant in one transaction simul-
taneously. They offer a new solution for the key exchange for encryption via the blockchain scheme, design and implement format-preserving,
Feistel-based encryption, with multiple implementation variances algorithms, for enhancing automatic dependent surveillance-broadcast (ADS-B)
security in Reference 31. Furthermore, in the following fields loT and blockchain work together: in Reference 32, a blockchain based scheme for
secure authentication, data sharing and nonrepudiation, in Reference 33 a time-bounded secure attribute-based online/offline signature with con-
stant message size and blockchain-assisted hierarchical attribute-based encryption scheme for secure information3* are proposed. While some of
these studies appear as security schemes,?> some appear as decryption methods. These advancements, while varying in application, reinforce the
core attributes of blockchain technology: transparency, immutability, and decentralized architecture.

Hyperledger is an open source platform developed by the Linux Foundation (LF) that enables private (closed) blockchain networks to work.
Today, many applications are running on the Hyperledger architecture. The hyperledger platform also has very similar components, such as open
blockchain networks.3¢

5 | BLOCKCHAINBASED BLACKBOX MODELING

In this section, all elements of our hyperledger blockchain network will be explained: peers, client application, ledger and block structure, trans-
actions, channel and organization, endorsement policy and consensus algorithm, transaction management process. Project details of components,

case study and security analysis are also given.
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P1 P3

P2

BCN

FIGURE 2 Peersonhyperledger.

51 | Peers

Peers are the components where the datais recorded with ledgers on them. Peers are the most fundamental and most important componentsin both
open and closed blockchain networks. With the smart contract they have on them, they ensure that the recorded data s irreversible and ensure the
process of transaction proposal and endorsement policy. Also peers have lots of services on them, as fabric gateway. Ledger, chaincode and services
are accessible from peers, because of this, administrators of system and client applications should interact with peers to access these sources.?33”
Figure 2 show peers (P), smart contract (CC1), ledger (L1) in blockchain network (BCN).

Orderer peers are responsible for packaging transactions and delivering them to the peers. A single peer can interact with a client or can query
atransaction onits own. But ledger update transaction is different from other transactions because only one peer cannot do this process. For ledger
update, more peers are required to approve this process. In blockchain networks, this process is called as consensus. Each peer has a different
identity which is given by digital client library. Certificate authority provides digital certificates for each peer which is regardless of orderers or peers.

In this study, we assume that peers may be anywhere in the world. It can be stored on cloud services or it can be on physical servers of manufac-
turers or flight companies. It will depend on project’s details. But it should not be forgotten that peers must be distributed and physically secured.
For example a physical server of manufacturer or a virtual server of a flight company can be a peer for the network. The fact that flight companies
have centers almost all over the world will help the peer structure to be distributed.

5.2 | Clientapplication

Fabric applications are applications that have aninterface where people can see and query transactions occurring in the blockchain network. These
applications can be writtenin NodeJS, Java, Go or Python. Developing an application is easy for developers because APls and SDKs are open source.
All clients in network have these SDK and these applications should always be up to date. Client application is used to communicate with peers and
to use services on them. Fabric gateway service which is on peers will supply connection between client and peers to use chaincode and also ledger.
Also they are used to connect to the fabric network to use the gRPC protocol. gRPC is a high performance, open source remote method invocation
which was developed by Google in the C programming language in 2015.37:38

In this study, an aircraft with a black box is called as a client or user. Client application will be set up on aircrafts. These applications will not be
open to internet, they will work only in closed blockchain network. Each client should have the parameters and components given below:

e Aclientid (from client identity library).

e Client application.
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e Own digital signature (from certificate authority).

e Chaincode.

5.3 | Ledger and block structure

In hyperledger fabric, a ledger has two important components to become a blockchain ledger. First one is known as “world state” which is a database
that holds values. States are expressed as key-value pairs. World state is global method for ledgers and states can be modified, deleted or created.
But as well known, blockchain ledger is immutable.3¢8 Blockchain ledgers consist of a combination of world state and block structure. An example

about world state expression is given below:

{key = TK1033 and value = {model:airbus, owner = X_airlines}}
{key = QA1067 and value = {model:boeing, owner = Y _airlines}}
{key = QA2073 and value = {model:airbus, owner = Y _airlines}}

{key = AA3042 and value = {model:boeing, owner = Z_airlines}}

Blocks are also fundamental components of blockchain. The blocks that keep records of transactions on the network form a chain. The header
of each block contains a hash of the block transactions and a hash of the header of the previous block, so the blocks are linked to each other cryp-
tographically. Hash of the transactions in the block ensures that all transactions in the ledger are ordered.?%7:3? The block with the number 0 at the
beginning of the chain is called the starting block or the genesis block. Each block consists of three parts. In Figure 3, a block structure is shown
which consists of block header, block data and block metadata parts.

Block data is formed by writing the records of the transactions in order. Block metadata contains the timestamp of the block, the signature of
the block author and the public key. As seen in Figure 4, the block header consists of the block number, the hash of the current block and the hash of
the previous block.

For the mentioned network, the first block of blockchain is created first of all. For every block, block size is limited with 1 MB data. The first
block of blockchain is named as “genesis block.” Genesis block contains channel and peer information and its own block id. For ledger infrastructure,

CouchDB is used. Figure 5 shows the creation of genesis block.

54 | Channel and organization

Channel can be considered as a subnetwork in hyperledger blockchain network. If a peer joins a channel, it will access to channel’s ledger and it

has to obey channel’s set of rules. A peer can join more than one channel, however it will obey all channels’ rules. Thus, a peer which joins more

BLOCK

BLOCK BLOCK BLOCK
HEADER DATA METADATA
FIGURE 3 Blockstructure.
BLOCK HEADER
CURRENT PREVIOUS
BLOCK
BLOCK BLOCK
NUMBER
HASH HASH

FIGURE 4 Block header structure.
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Loading configuration
orderer type: solo
Loaded configuration: /vagrant/network/config/configtx.yaml
Generating genesis block
Writing genesis block

Writing airlinechannel

Loading configuration
Loaded configuration: /vagrant/network/config/configtx.yaml
Generating new channel configtx
writing new channel tx
== Generate the anchor Peer updates
Loading configuration
Loaded configuration: /vagrant/network/config/configtx.yaml
Generating anchor peer update
Writing anchor peer update
Loading configuration
Loaded configuration: /vagrant/network/config/configtx.yaml
Generating anchor peer update
Writing anchor peer update

FIGURE 5 Creation of first block of blockchain (Genesis block).
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Org4 Org2

BCN

Org3

FIGURE 6 Channel and organization architecture.

than one channel will have all it’s channels smart contracts and also ledgers. Channels are not physical subnetworks or structures, they are logical
structures.®® In a hyperledger blockchain network, there can be lots of organizations. Also one organization can join more than one channel. Every
organization should have at least one peer and one client to be a piece of network. Figure 6 shows the hyperledger blockchain network architecture
with peers (P), organizations (Org), channel (Ch), applications (A).

In this study, manufacturer companies will be both organizations and channels. For example; airbus will have organization and it will have peers
and clients in the network and also one channel name will be airbus channel. An airbus aircraft (client) from X airlines will be in X organization and
will join in airbus channel, so aircraft’s company and manufacturer company will be able to see the data of this aircraft. Any aircraft company may be
involved in more than one channel if it has aircrafts from different manufacturers. For example; X airlines has airbus and also Boeing aircrafts. This
company will join both airbus and Boeing channels, but its clients will join only one channel. Airbus clients will be in airbus channel, Boeing clients

will be in Boeing channel. Thus, a manufacturer cannot see another manufacturer’s data.

85U8017 SUOWILLIOD BA11E81D) 3|qeot[dde auy) Aq peuenob ke S9o1e YO ‘8sn JO Sa|Nn 10} ARIqiT8UIIUQ AB|IM UO (SUOTHPUOD-PUB-SWSH /W00 A8 | 1M Ake.q)1jBul 1 {UO//:SANy) SUORIPUOD pue SWie | 8U18eS *[520z/c0/cT] Uo ARigiTauliuo A(Im Aiseaiun aesiui Aq 2508°9do/z00T 0T/10p/woo A8 Im Alelqpul|uo//Sdny Wolj pepeojumod ‘€T *vZ0Z ‘vEI0ZEST



KORKUCET AL. Wl LEY. 9of 15

5.5 | Transaction

Transaction is the process of transferring data from one peer to another peer in the blockchain network. All transactions from the beginning of
the chain to the present are recorded in the blockchain, and these records are recorded at the distributed peers. All transactions in the blockchain
network are confirmed after passing through the consensus protocol.3”:38 A transaction consists of five parts which are given below:

e Header.

e Signature.
e Proposal.
o Response.

o Endorsement.

In this study, transactions are taken as aircraft flight data. 1 MB transaction data will be written on a block. A transaction will be sent from client
application and then it will be written to the ledgers on peers. This process will be called as “Transaction Management Process.”

5.6 | Transaction management process

There are three main phases of management of a transaction. In this process, peers and orderer peers have the main roles on transaction pro-
posal, endorsement, submission, ordering, validation, and commitment. Transaction management algorithm is shown in Algorithm 1. This algorithm
highlights the critical steps in ensuring data integrity and consistency in a distributed ledger environment.

Phase 1—Transaction proposal and endorsement: Aircraft sends a transaction proposal message to endorsing peers to be confirmed. This mes-
sage contains client’s id, chaincode id, client’s digital signature and transaction content. Transaction content is flight data which is written to black
box.

Endorsing peers have their own digital signatures, endorsement policy and endorser ids. They add another information to proposal message
such as endorser id and own digital signature and also simulate the transaction, using read/write data sets. The read dataset contains the necessary
data to run the smart contract. The write dataset contains the data that is changed after the smart contract is run. Also they validate the client’s
digital signature. Then endorsing peers send the verified and signed message to the client. This process is shown in Figure 7.

Phase 2—Transaction submission and ordering: First, aircraft sends the message to fabric gateway service and gateway sends the message to
orderer peer. Orderer peers verify the signatures and request broadcast transaction. Orderer peers add transaction to the next block and send to
peers for validation and commitment.

Phase 3—Transaction validation and commitment: Each peer checks the signatures of both client and endorsing peers. Also peers check

endorsement policy conditions and read/write data sets. If everything is right, peers mark each transaction as valid and then they send to ledgers

Client -
(User) Endorsing peers
- i : -
oo X Airlines : : o
1010 Boeing 5 v @
Aircraft 1D:123 [ JSALLS R :
i E i : : i Endorsement
Chaincode o 5 Policy
<o Transaction Proposal Message 7 ____________ : 7
Client ID : :
) Chaincode ID : i
Client App Transaction content R ; Signature
Client digital signature (Private key) ’
Signature Transaction Proposal Message Response

Endorser ID
Validates client signature Q
Simulates Transaction using read/write set
Endorsing peer digital signature (Private key)

FIGURE 7 Transaction proposal process.
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Algorithm 1. Transaction management process

Require: Aircraft’s flight data, client’s ID, chaincode ID
Ensure: Secure and consistent recording of flight data in the ledger
Phase 1: Transaction Proposal and Endorsement
function TRANSACTIONPROPOSAL(flightData, clientID, chaincodelD)
proposalMessage « createProposal(flightData, clientID, chaincodelD)
for all endorsingPeer in endorsingPeers do
endorsement < endorsingPeer.endorse(proposalMessage)
verifiedMessage < addEndorserinfo(endorsement, endorsingPeer)
send verifiedMessage to client
end for
end function
Phase 2: Transaction Submission and Ordering
function SUBMITTRANSACTION(verifiedMessages)
aircraft sends verifiedMessages to Fabric gateway
Fabric gateway forwards to ordererPeer
for all ordererPeer in ordererPeers do
ordererPeeryverifySignatures(verifiedMessages)
ordererPeer.addToBlock(verifiedMessages)
ordererPeer.broadcastBlockToPeers()
end for
end function
Phase 3: Transaction Validation and Commitment
function VALIDATEANDCOMMIT(receivedBlock)
for all transaction in receivedBlock do
valid < validateSignatures(transaction)
if valid and checkEndorsementPolicy(transaction) then
mark transaction as valid
commit transaction to ledger
else
discard transaction
end if
end for

end function

for commitment which is an immutable process. After that the ledger is updated with valid transactions only. Invalid transactions are not included
inthe ledger. Phase 2 and 3 are shown at Figure 8.

5.7 | Endorsement policy and consensus algorithm

In the hyperledger fabric architecture, the consensus algorithm and trust authority are in the chaincode as “Endorsement Policy.” In other words,
endorsing peers are used as trust authorities. Endorsing peers use the endorsement policy embedded within the chaincode to confirm the

transaction. An endorsement policy asks the transaction the following questions when confirming the transaction:

e Areall signatures and approvals received valid?
e Does it meet the terms of the “Endorsement Policy”?

o Does it come from the right source?

It is assumed that the endorsement policy uses a consensus function to determine the consensus of trust authorities to issue approval. As the

consensus, PBFT is used.*>*! The consensus function is given below:
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oo X Airlines
1010 Boeing
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Chaincode o
Verified and Signed Transaction Proposal pnrrnr I e }
Message
Client App RedqUestboadcastianeaction
Signature

Adds the transaction
to the block

‘
<

Validates client signature
Validates Endorsing peer signature
Endorsement policy conditions
Read/Write set match

Ledger

FIGURE 8 Transaction validation and commitment.

EXPR(‘thyMSPRole’, ‘gatarMSPRole’, [EXPR(...)])
EXPR: The logic expressions (out of, or, and) of the consensus function

OrgMSP: Organization ID
Role: Roles in this network structure (members, clients, peers, admins, users etc.).

5.8 | Casestudy for application and network

For this network and application, ademo network has been built. For this demo network, there are tools, databases and software are used and listed

below:

e Visual Studio.

e Docker.

o Docker Composer.

e Govendor.

e Hyperledger Explorer.
o NodelJS-NPM.

e Golang.

e CouchDB.

e Fauxton/Futon.

After creation of genesis block, one channel which is named as “Airline channel” has been set up on demo network. Airline channel contains two

peers on itself. For this channel, two peers (names: thy and gatar) and one orderer and endorser peer have been set up. Creation of peers, orderer

peers, databases have been shown in Figure 9. Also two peers are joined to airline channel and the channel is updated.

After channel and peers are created, to see everything on a web interface, Hyperledger Explorer has been set up on network. Hyperledger

Explorer is a tool that makes codes more visible on a web interface. It shows blocks, transactions, peers, chaincode and write-read sets on network.

Web interface of the proposed study is shown in Figure 10.
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=== Launch the network =

Creating network "acloudfan_airline" with the default driver
Creating postgresql
Creating orderer.thy.com ...
Creating explorer
Creating thy-peeril.thy.com -
Creating qatar-peerl.gatar.com ...
Peer Launch Mode=net
Done. Started the dev environment in Mode=net.

Submitting txn for channel creation as thyAdmin ==

Endorser and orderer connections initialized

Received block: @
=== Joining the thy-peerl to Airline channel == =
Endorser and orderer connections initialized
Successfully submitted proposal to join channel
Endorser and orderer connections initialized

iccessfully submitted channel update

= Joining the gatar-peerl to Airline channel

Endorser and orderer connections initialized
Successfully submitted proposal to join channel
Endorser and orderer connections initialized

Successfully submitted channel update

FIGURE 9 Creation of peers.

.».» HYPERLEDGER NETWORK BLOCKS CHANNELS 20 »
° 3 3 ) 2 a 0
BLOCKS TRANSACTIONS NODES CHAINCODES
Peer Name Status BLOCKS/HOUR ~ BLOCKS/MIN  TX/HOUR  TX/MIN

thy-peert thy.com oo

qatar-peer1 qatar com [rown) A

PM 7:00PM 9:00 PM 11:00 PM 1:00 AM 3:00 AM

Transactions by Organization

©

Channel Name: sirinechannel

597026754030620512680 14626062655 73

Number of Tx: 1

©

Channel Name: i
Datahash: 3850af 1044557155 5122505 o
Number of Tx: 1

mOrdererISP m qatarMSP m thyMSP

FIGURE 10 Webinterface of Hyperledger Explorer.

5.9 | Security analysis

There can be always internet and network attacks to systems which are connected to any network. There are also special attacks for blockchain

networks. Also there are scalability problems and fault tolerance.

5.9.1 | Network and internet attacks

If any system or device is connected to any network or internet, it will be open for cyber attacks. For service interruption attacks, DoS
and DDoS attacks are the most popular attacks that use botnets. Botnet is a linked network that includes infected computers, phones or
loT devices. These attacks can be in three types: volumetric, protocol, and application layer attacks. In this study, as the network infras-
tructure, systems and servers of manufacturer and flight companies has been used. Because of that for DDoS and DoS, and also for other
networks attacks (brute force, man in the middle attack, malwares etc.), the security policies and security products of the companies will
be active.
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5.9.2 | Blockchain attacks

Well known attacks on blockchain are sybil attack, pool attack and majority attack. Sybil attack is an attempt for manipulating peer to peer network
using multiple fake identities. In blockchain network, if sybil nodes surround a node, they can prevent the node from connecting to honest nodes.
Thus, the node cannot get or send any information to others. The pool attack is an attack that hackers want to manipulate the mining pool. And the
majority attack that is also known as 51% attack is popular on blockchain networks. If attacker gains more than 50% of mining computer hash power,
he will obtain access to all system and manipulate ledgers and blocks. This is the most dangerous attack type. These attack types are generally about
open blockchain networks. In this study, closed blockchain network (hyperledger) has been used and almost all well known attacks will be useless
for our network. Closed blockchain networks are closed to internet and protected by companies security products, so all peers will be protected by
security policies of companies.

5.9.3 | Scalability and fault tolerance

Measurement of scalability in Hyperledger Fabric depends on in terms of the number of channels, organizations and peers per organization. Also
endorsement policy conditions will have decisive effect on scalability. In this project, there can be lots of flight companies to become a member of
network. With the increase in the number of organizations, peers and channels, there will be a latency in the process of distributing the blocks to
all peers. In this study, 1 channel, 2 clients, 2 organizations, and 2 peers are used and because of this, there is no latency observed. Fault tolerance
is another issue for security. Hyperledger fabric is capable about fault tolerance. If any node fails, others are capable about collecting endorsement
from other available nodes. In this project, there will be lots of organization and node failure will not affect the performance of system and there will
not any lost data. In this study, fault tolerance is fifty percent of peers, because of that if one peer is alive, our demo network is alive. In big scalability,
this tolerance should be higher load.

6 | LIMITATIONS AND FUTURE WORKS

For practical application in aircraft black boxes, it is imperative to obtain consent and support from flight companies and manufacturers. Aircraft
manufacturers need to be persuaded to share this data, which only they can read. Furthermore, there is a need for regulatory amendments to accom-
modate blockchain-based data collection and ledger recording in distributed architecture. Authorization of this collected data, new peer or orderer
creation processes, and smart contract changes should be tied to specific procedures. Legally, the accuracy of blockchain-based collected data must
be approved by the relevant authorities.

Looking ahead, the consensus mechanisms and cryptographic algorithms used in this study might evolve, drawing from recent research.28-34
The usage of identity-based encryption*? and blockchain-based methods together is planned. In addition, it is also considered to be used in
blockchain-based applications with ECDSA,*® which is a digital signature method that has become popular recently. At the same time, research is
being conducted for blockchain-based applications in connected vehicles* and 1oT.#> Also different infrastructures can be used for the project. The
implications of this study can be implemented not only to FDRs but also to trains’ black boxes, other vehicular recorders, and even in broader vehic-
ular network environments. Its application can be also expanded to unmanned aerial vehicles and military aircraft, showcasing the versatility and

potential of blockchain technology in various domains.

7 | COMMENTSAND RESULTS

This study proposes a blockchain-based framework for keeping aircraft data traceable, immutable, transparent in a secure network. In this frame-
work, pBFT was used as the consensus protocol, aircraft data and transaction management cycles were created. Data cannot be changed or
manipulated because all data is written to distributed ledgers after validation by endorsing peers and verification by peers. By creating a sample
smart contract and endorsement policy, a demo network was established and visualized via Hyperledger Explorer. It has been shown that an air-
craft’s black box data can be saved safely and securely using blockchain technology. This work can be a useful initiative for keeping aircraft black
box data on the blockchain network. Data which is stored in blockchain network can be used for optimization besides accident investigation. Flight

companies and manufacturers can use these data:

e toreduce fuel consumption,

e toobserve aircraft’s or pilot’s performance,
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to notice effects of weather conditions on aircraft,

to analyze all flight data,

to compare different manufacturer’s aircrafts performance,
to optimize auto-pilot configuration,

to evaluate the weather conditions of the routes,

to optimize the components of aircrafts,

to analyze the differences of several models,

to review aircrafts malfunctions,

to investigate accident reports.
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