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This thesis has been prepared to address the need to detect network attacks, which have 

increased significantly in recent years, with high accuracy and to avoid the negative 

effects of these attacks. Intrusion detection systems must respond seamlessly to attack 

patterns and approaches. The use of metaheuristic algorithms in intrusion detection 

can produce near-optimal solutions with low computational costs. To get better 

performance from these algorithms and further improve the results, the hybridization 

of the algorithms can be used, which can lead to more successful results. Today, many 

studies are carried out on this subject. In this study, a new hybrid approach using Moth-

Flame Optimization (MFO) and Gray Wolf Optimizer (GWO) algorithms was 

developed and applied to widely used datasets such as NSL-KDD, UNSW-NB15 and 

CIC IDS 2017. The ease of hybridization, simplicity, global optimal search capability 

of the GWO algorithm and the success of the MFO algorithm in obtaining the best 

solution suggest that an effective solution can be obtained by combining these two 

algorithms. For these reasons, the developed hybrid algorithm aims to achieve better 

results by using the good aspects of both the GWO algorithm and the MFO algorithm. 

When the results were examined, it was seen that the developed hybrid algorithm 

achieved a high level of success in Benchmark functions used in testing the 

optimization algorithms. Better results were obtained in 12 of the 13 benchmark 

functions compared. In addition, the success rates obtained according to the evaluation 

criteria in different data sets are remarkable. The classification accuracy results of 

97.4%, 98.3% and 99.2% respectively, obtained in the NSL-KDD, UNSW-NB15 and 

CIC IDS 2017 data sets seem to be quite successful when compared with the studies 

in the literature. 
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1.  

Teknolojinin evrimi, genel olarak nun 

  

 

yetersiz sistemlerde 

olabilmektedir line gelen 

 

 [1]. 

ilmektedir. konusunda 

ar  

dan  n

. Bu sistemler, 

 

 

 olarak

 olarak 

 etmektedir. 

, sistemlere y
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nde en uygun 

 

rluklar ortaya 

 Bu nedenlerle, 

do

ritmalar;  metasezgisel 

algori

lasyon 

Geneti

gibi 

edilmeye  

le 

le getir dair 

algoritmalar kullanan bir 

daha fazla bilgi edinmek gerek

  bu alandaki yeni 

 lar

e ve  

tutabilmektedir   
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ve 

-KDD, UNSW-NB15 ve CIC IDS 2017 veri setleri 

 

hibrit GWOMFO  de 

ulmak ve 13 B

 

 yeni bir hibrit 

   

1.1.  

ve veri seti ile elde edilen model en iyi performan 9]. 

10]. Tahminler, 

11

12]. 

13]. 
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14

15]. 

1.2.  

Bunlar; 

 

1.2.1.  

 

1.2.2.  

16

ortaya 

[17

18].



5 
 

1.2.3.  

Denetimli 

11]. 

1.2.4.  

verilmez. Veriyle ilgili bir k

probleme uygulanabilir olmakla birlikte temel ya da 

19

1.3.  

YSA, insan beynini model 

sistemleridir [20]. Bu sistemler, elde ettikleri bilgi

21

22]. 
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23] 

24

 

[25

 1.1  

 

 

 

 

 

 

 

 

 

. 26] 

olarak on b 27
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i katman 

 

 

 

 

 

 

 

 

 

.2. 28] 

YSA ile   

.1.  

 YSA 

Dendrit  

  

Sinaps  

Sinir Ucu  
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1.3.1.  

 

1.3.1.1.  

YSA, 

 

 

29].  

 

 

 

 

30]. 

1.3.1.2.  
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31]. Geri 

beslemeli  

 

 

 

 

 

 

 

 

 

 

.3.   31] 

  

 

beslem  
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.   31] 

1.3.1.3.  

 

 YSA 
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. YSA 32] 

 YSA 
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1.6  

 

 

 

 

 

  

 

. YSA 32] 

 

1.3.1.4.  
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. opolojileri [33] 

 
RBF 

 

 

Boltzmann Makinesi 

 

 

 

ART 

Kohonen's SOM 

Uzaysal-Mekansal  

-Tahmin 

 

 

 

 

 

 

Veri Filtreleme  

Kontrol 

LVQ 

 

RBF 

Optimizasyon 

LVQ 

RBF 

 

 

ART 

Boltzmann Makinesi 

 

LVQ 

 

RBF 

 
SOM 

LVQ 
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tamamlan

verilebilir. 

 -Tahmin 

edilmesi 

 Veri Filtreleme 

girmektedir. 

 Kontrol 

am

 Optimizasyon 

 

  

cih
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1.4. Meta Sezgisel Algoritmalar  

ezgisel terimi, 

tlardan 

34

 

Meta sezgisel algoritmalar incelen

35

lerin arama 

36]. 

1.4.1.  
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37]. 

1.4.2.  

Me

Bu kate  

 

 

 

 

 

 

.7. 37] 

 

  

rak verilebilir. 

 

verilebilir. 

 

bulunan 
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verilebilir. 

 

ilir. 

 

 

 Kimyasal temelli algoritmalar; genel olarak kimya biliminden esinlenen ve 

maddelerin kimyasal t
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2.   

2.1.  

Sibe ayar ve bilgisayar 

sistemleri  

 Bu program kendini klonlayabilmesi 

sebebiyle tarihteki i  

Reaper   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.1. Creeper p  

Morris Worm  

bilgisayar solun  nin askeri, kamu, 

gelmesine 38].  
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 ise 1990-

sistemlere zarar vermelerine 

 .  

Bir NASA  ve takip eden 

. Bununla birlikte 

 

39].  

 Worm  (2000-2004)

bozulmaya sebep 

 Blaster, 

ILOVEYOU, MyDoom, Nimda, Sasser, Netsky, Slammer, Sobig ve Sober 

 

  (2005-2012) ri

 Conficker 

 

  (2013-

 -of-

sale(POS) malware, Cryptolocker, Extortion ransomware, NotPetya, Mirai, 

verilebilir. 

  

2.2.   

liyet olarak 

 bilgil
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ver le getirecek  STS ise, 

ed 40].  

tespit edilemeyen i 

 niyetli n n belirlenmesidir. STS;

bilgisayar sistemlerinin ,   tehlikeye atan 

   . 

de

,

 tespit 

edil

analizler yaparak 

nda sistemlerin 

[41].

2.3.   (STS) Modelleri 

ve . 

2.3.1.  

 tespiti veya bilgiye 

 

in ve tespit edilmesinde 

 [42]. Bu sistemlerin 
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ve  

 

[43]. 

 

Bu sistemlerin 

 

2.3.2. leri 

sistemlerin 

[44]. 

model ve  bir 

nitelendirilebilecek bir anormallik olarak kabul edilmektedir. 

 i, istatistiksel 

si iki 

k 

 bir dizi [45].  2.2

anomali 

.
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.2.  

 

nce 

sisteminin 

[46]

tehlike in  

 

sahiplerdir

bir hesapta  sistem , 

n normal olarak 
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ir [43].  2.1 istemi 

modellerinin  

 2.1. STS m  

Model Avantaj Dezavantaj 

 

 

 

 

 

 

 

 

, 

etmede etkilidir. . 

 

 

tespit eder. ti

 

 

-

tespit edemez. 

 

 tespit etmeye uygun 

 

 

 

 

 

 

 

 

tespit edebilir. 

kalabilir. 

 

 

. 

 

gerektirir. 

 

2.4. Sistemi Tipleri 

  ve 

sistemler sistemler

sistemine y   r

er izlenir [47].
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2.4.1.  

 

Bu sistemler, a

lokasyonlara 

kullan  [48]: 

  

  

  

Bu si  

 

2.4.2. spit Sistemleri 

Bu sistemler izlenilen 

 

bilgisayarlara lok

 ve 

[49]. n

, la  

[50]. nin izlenememesi 

bu sistemlerin dezavantaj  ol  2.2

tespit sistemi tiplerinin kar
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 2.2.  

 

STS Tipi Avantaj Dezavantaj 

 

 

 

 

 

 

eder. zordur. 

Her bir ana bilgisayara 

 

 

zaman periyodunda 

kontrol edebilir. 

 

 

 

etmek zordur. 

ciddi tehdit  

 

 

 

 

 

 

 

 

edebilir. 

gecikir. 

gerekmez. 

Ana bilgisayar 

 

Ana bilgisayar dosya 

sistemini, sistem 

 

 

Her ana bilgisayara 

 

 

Her paket yeniden 

 

 

izleyebilir. 

 

2.5.  

2.5.1. Haystack 

[51,52]. 

 

   

 Hizmet engeli (DoS)  

  

 



25 
 

  

  

Temel olarak 

 

i

 raporlar tutar.

2.5.2. W&S 

v

 leme verilerinin analiz edilmesi 

 [51,53]. 

2.5.3. Midas 

1988 

Merkezi (NCSC) Bilgisayar Bilimleri L

-8/70 

 [51,53].  

2.5.4. Ides 

 

 a Nides olarak 

 

2.5.5. Nadir 

Los Alamos Ulusal Laboratu -
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nitelendirmektedir [51]. 

2.5.6. NSM 

1990-

gelen NSM 

 

nda 

anormal olarak belirlenmektedir [51]. 

2.5.7. Hyperview 

   

a; 

 [53]. 

2.5.8. Ustat 

Unix  . 

 

 bir hareket, 

olarak kabul edilmektedir [54]. 

2.5.9. Dids 

[51,53].  

2.5.10. Idiot 

rilmesi 

[51].
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2.5.11. Janus 

sistemidir [51]. 

 

2.5.12. Emerald 

o

, 

 [53].  

2.5.13. Ripper 

 [53]. 

2.5.14. Bro 

olarak izlenmesi temeline 

 [53].  

2.5.15. Snort 

Kural 

espit edilmesini 

i

bilmektedir [51]. Snort
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2.5.16. Selks 

   bir 

 [51]. 

2.5.17. Ossec 

spit sistemi olan Ossec, 

tir [55]. 

2.5.18. Firestorm 

irestorm

 2004 

 a

uy 56].  

2.5.19. Kfsensor 

Kfsensor, 

 

bulunmaz.  

 [56].
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2.5.20. Suricata 

 

 [57]. 

2.5.21. Phpids 

sistemi  

Injection, DoS ve dizin atlama gibi s  tespit edebilmektedir [57]. 

2.5.22. .Net Ids 

 

  

Phpids k uygulamalar  [58]. 

2.5.23. Prelude 

Prelude, olay ve tehdit 

 olarak ni ve 

 

[59]. 

2.5.24. Aide 

 in 

tespit sistemi, y  

denetlenmesinde   [60]. 
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2.5.25. Samhain 

Sunucu 

la [61]. 
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3.  

 

tespiti  

 

da,   NSL-KDD, 

 veri setleri ve  ler . NSL-KDD veri setinin 

, Saleh ve  [62

 

-

 [63], Chi-

leri 

  

 B. Bhavsar ve  [64 -KDD veri 

an ve 

ark  [65

 

 ulan 

bu mod - -

 [66], NSL-

Random   
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 Ray [67

 

 [68

. 

; daha iyi 

 

Atefi ve  [69

,   ile daha 

 [70

1-

-

 

lerdir. Gupta ve Shrivastava [71], 

birle

 

i olarak Pervez ve  [72], 

 

da, %90,99 ile %98,96  

 [73

  

   

uttur.
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 Yin ve  [74

(YSA), SVM ve 

 

mada Alkasassbeh ve  [75

t, Multi-Layer 

Perceptron (MLP) 

nin bu algoritmalard  

 [76

 Bagging, Naive Bayes, One Rule (OneR), 

Random Forest, Adaboost, SVM+Naive Bayes, KNN (k=5) ve KNN (k=10) 

 

[77

 [78

Bayes  

, 

 da l . Mishra ve  [79], 

 

  [80
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 [81

 lard

 

belirt lerdir. Kumar ve  [82

-

tir. Mousavi ve  [83], 

re Hash Algorithm 256 (SHA256) ve Elliptic Curve 

Cryptography (ECC) kullanan 

  

-

Stergiou ve  [84

ousavi ve  [85], IoT 

erdir. Bu sisteml  

da, kriptografinin 

HA-256 ve ECC 

 Konuyla ilgili    3.1 de yer 

.
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 3.1.  

 

Yazar Y  Metot Veriseti Avantaj Dezavantaj 

Teng ve 

 

[86] 

2017 
2-

 
KDD99 

. 

Yeni veya bilinmeyen 

 

Guo ve 
 

[87] 

2016 
 ve k-NN 

 

KDD99 ve 

Kyoto 

 

anormallik tespitinden 

olu
 

 

Khraisat ve 
 

[88]  

2020 makinesi ve C5.0 karar 

  

NSL-KDD 

ve ADFA 

 

STS'nin 
yararlanan imza ve anormal 

sistemlerinin 
entegrasyonudur. 

 

Ahmim ve 

 
[89]  

2018 HCPTCIDS 
KDD99 ve 

NSL-KDD 
 

DoS ve Probe sald

Al-Yaseen 
ve 

 

[90] 

2017 

makineleri, K-means 

 

KDD99  

veri seti 

 

Kevric ve 
 

[91] 

2017 karar a  

 

NSL-KDD 

  

Aslahi-

Shahri ve 
 

[92] 

2016 
Genetik algoritma ve 

 
KDD99  

 

Mahmod ve 
 

[93] 

2015 
 ve yapay 

 

NSL-KDD  

Elbasiony ve 

 

[94] 

2013 

-means ve 

rastgele orman 

 

KDD99 
 

Panda ve 

 
[95] 

2012 

Rastgele orman, karar 

makinesi 
NSL-KDD 

  

Tahir ve 

 
[96] 

2015 
De

ve K-Means  
NSL-KDD 

y  
 

Gupta ve 

Shrivastava 
[97] 

2015 a ve destek 
 

KDD99 
 

sadece KDD99 veri seti 
 

Chuan-long 

ve 
 

[98] 

2017 (Recurrent neural 

networks) 

NSL-KDD setinin daha iyi bir temsili 

 
 

Almi'Ani ve 

 

[99] 

2018 

K-means  ve 

haritalar (Self-

Organizing Map) 

NSL-KDD  
 

Kamarudin 
ve 

 

[100] 

2017 

Wrapper ve filter 

kullanan 
 

NSL-KDD 

ve UNSW-
NB15 

edebilir. 
 

Naoum ve 
 

[101] 

2013 
 

 
NSL-KDD 

genelleme                                                                                                                             

 

Lei [102] 2017 

optimizasyonu (PSO) 

KDD99 ve 

DARPA 

destek 
 

parametreleri 
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3.1.  Algoritmalar 

3.1.1.  

temel olara

[17 103]. 

 

sabitini, F ise 

3.2 d  

. DE  kaba kodu 

No        

01:   

  

02:   Rastgele   

03:  

04:  For each jenerasyon G do



37 
 

 

05:  For i=1 to NP do 

06:                      Mutasyon 

07:                

08:              

09:              

 10:  End for 

 11:  End for 

12: e git 

 

 

     (3.1)

Denklem (3.  

                (3.2)

ile 

kromozomu birlikte yeni deneme kromozomu  

da 1- , 

 

  (3.3)

i (3.4)

 

 (3.4)
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3.1.2.  

104  

nden 

 

er 

3.5  

 (3.5) 

 

-  

 

em (3.6)  

    (3.6) 

3.3 e  

. PSO  kaba kodu 

 

01:  ata 

02: Repeat



39 
 

 

03: For i=l to pop 

04:  

05:   

06:   

07:  

08: End for 

09: Until  

10:           End 

3.1.3. MVO) 

105

tedir. MVO matematiksel olara

modellenebilir. 

 

 

               (3.7)

 

          (3.8)
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Bu denklemde i. evrenin j. parametresi ,  

   

 

delikle

 

        (3.9) 

, hareket 

temsil e   

  ,  , ise [0,1]  

iterasyon  mevcut 

iterasyon  

                                (3.10) 

                                                           (3.11) 

3.4 t  

. MVO  kaba kodu 

 

01:  

02: SU=  

03: While iterasyon  Maks_iterasyon do 

04:  

05: For each Evren(i) do 

06: For each nesne(j) do 

07:  

08: If  < NR( ) then
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09:  

10:   U(Siyah delik indeks,j)=SU(Beyaz delik indeks,j) 

11:         End if 

12:          

13:         If  < WEP then 

14:              

15:              

16:             If <0.5 then 

17:                  

18:                             Else 

19:                 

20:              End if 

21:          End if 

22:              End for 

23:              End for  

24:          End while 

 

3.1.4.   

minimuma 106]. Bu 

 



42 
 

iteri 

Denklem (3.12 e  

     (3.12) 

Bu denklemde   

 

1, r2 ise [0-  turulan rastgele 

107 3.5 e . 

. JAYA  kaba kodu 

 

01:  

02: While(Durdurma kriteri ) 

03:         :  

04:   

05:  If  

06:     

07:              Else  

08:               

09:              End  

 10:  End while 

 11:  return  

 

3.1.5.  SSA) 

108
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  (3.13)

Bu denklemde  ile lider salpin j. boyuttaki konumu,  ile j. boyuttaki hedef 

 ifade edilmektedir. , ,   ve 

 

                                                                                (3.14) 

Denklemde 

3.6  . 

. SSA  kaba kodu 

 

01:  

02: While a kadar 

03:        

04:   

05:    

06:  For each salp( ) do 

07: If (i==1) 

08:  

09: Else 

10:          

11:               End if 

12:         End for 

13:               Alt 
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14:          End while 

15:          return F  

 

3.1.6. SCA) 

Optimizasyon problemlerine uygulanan bu algoritma 

 [109]. 

 

                                             (3.15) 

Denklemde   t. iterasyonda en iyi 

bireyin konumunu ifade etmektedir. Denklemdeki , ,  ve   

3.7 e  

 .  kaba kodu 

 

01:  

02: Do 

03:        

04:   

05:     

06:   

07: While (t<maks_iterasyon) 

08: Return  
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4.  

4.1.   

tespit edilmesi 

k

 

4.1.1.  

2014 . Genellikle gruplar 

gri kurtlarda, gruplar 5-

Alf  seviyede yer alan 

 

stratejisi , 

 

]. 

denir. Bu algoritmada alfa, beta ve delta, omega'ya komutlar verir ve omega, bu 

 

4.1), (4.2), (4.3) ve (4.

 

                                      (4.1)

                                        (4.2)

                                (4.3) 

                                  (4.4)



46 
 

Denklem (4.  

4.

4.3) ve (4. 4.1) 

ve (4.2)'yi kullanarak  

Denklem (4.

(4. MaksIter   r1 ve r2, 0 

ile 1 ar  

-1,1]  

  sonraki konumu, mevcut 

konum ve av konumu . Gri kurtlar genellikle alfa, beta ve delta 

 

n matematiksel , A parametresi 1' 

 yapar ve 

Delta, beta ve alfa siyel konumla 

ilgili iyi bilgilere sahiptir. Bununla birlikte 

ko 4.

 

                                     (4.5) 

                           (4.6) 

                                              (4.7) 

                                              (4.8) 

                                              (4.9) 

,  ve  ile temsil edilir. Denklemlerindeki , 

 ve  4. 4.10), (4.11) ve 

(4. ,  ve 'yi hesaplar. Bu denklemlerdeki ,  ve  

Denklem (4.  

                                                  (4.10) 

                                              (4.11) 
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                                              (4.12) 

, beta ve alfa pozisyonu ile ilgili

 bilgiye sahiptir. Bu sebeple olarak kaydedilir 

Denklemler (4.6)-(4.   

 

. GWO  kaba kodu 

No                             

01:  

02:  

03:  

04:  

05:  en iyi ajan 

06:  en iyi ikinci ajan 

07:   

08: While (t<I) do 

09:      For each ajan do 

10: 

 

11: End For 

12:  

13:  

14:   

15: T=t+1 

16: End While 

 Return 
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4.1.2.    (MFO) 

 

olarak 113]. 

arlar. Bu hareket, 

uma 

yapay 114

a  Bu  

 

Bu matris alev matrisi olarak 

 ve , 

daha iyi olan bir e  

pozisyonunu  

 lerin konumu Denklem (4.

(4.

 

                                (4.13) 

 

 ile temsil edilmektedir. Denklemde t, -

Denklem (4.

 

    (N, I,T)=round(                               (4.14) 
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kaba kodu de lmektedir. 

. MFO  kaba kodu 

No             

01:  

02: is  

03: For each i = 1:k do 

04:  

05: End For 

06: While (iterasyon  maks_iterasyon) do 

07:   

08: - l( N-l )/T) 

 

09:  

10: If(iterasyon=1) then 

11: F=sirala(Moth M) 

12: AF=sirala(Moth Array diziM) 

13: Else 

14: F=sirala(  

15: AF= sirala(  

16: End If 

17: For each i=1:k do 

18: For each j=1:m do 

19: Parametre  

20:  denklemini hesapla 

21: M(i,j) yi = S(   

22: End For 

23: End For 

24: End While 

25: 
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4.2.   

; 

 

nitelendirilmektedir. 

-

 -F13 aras

bulunmakta ve bunlardan biri global o r yerel optimum 

 

 

  

YSA 

 Test edilen 

3 te  
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 4.3.  
 

             B Mod                 fmin 

 

F1(x)=      Sphere        30 Tek [-100,100]       0

F2(x)=     Schwefel 2.22  30 Tek [-10,10]  0

F3(x)=     Schwefel 1.2    30 Tek [-100,100]  0

F4(x)=     Schwefel 2.21  30 Tek [-100,100]  0

F5(x)=    Rosenbrock      30 Tek [-30,30]  0

F6(x)=     Step        30 Tek [-100,100]  0

F7(x)=     Quartic        30 Tek [-1.28,1.28] 0

F8(x)=     Schwefel        30  [-500,500]     -418.9829xB

F9(x)=    Rastrigin        30  [-5.12,5.12] 0

F10(x)=20exp(-0.2 ) exp(  Ackley        30  [-32,32]   0

F11(x)=    Griewank        30  [-600,600]  0

F12(x)= Penalized        30  [-50,50]  0

  

  

  

 

F13(x)= 0.1{  Penalized2        30  [-50,50]  0

( [1+  
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alam 'de  
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.  

 

4.3.  Veri Setleri 

 

bu veri setler

enecektir.  

4.3.1.  NSL-KDD 

NSL-

[115-119 versiyonudur. KDD 

Cup'99 veri seti ile ilgili baz -KDD veri seti  [120]. 

37]. NSL-

KDD veri seti, KDD Cup'99 veri setinin bir evriminin sonucudur anca

 

 Remote to Local (R2L), Denial of 

Service (DoS), Probe ve User to Root (U2R)  

1. DoS

sal
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t  

 

2. U2R

 

3. paket

iletir. Bu paket ile birlikte 

 

4.  

bilg  

 

 4.5'te  

 

 4.5. NSL-KDD veri seti d  

  

DoS 45.927 

Remote to Local 995 

Probe 11.656 

User to Root 52 

Normal 67.343 

Toplam 125.973 

 

-KDD veri setinde verilerin 

 

NSL-KDD veri 2 de 
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 4.2. NSL-KDD  

4.3.2. UNSW-NB15 

Bu veri seti; 

 21]. 

ar 9 kategoride incelenmektedir.  

1. 

 

 

2. Analysis: 

 

3. Exploits: 

g n ve 

.
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4. Generic: blok 

. 

5. Reconnaissance: bilgi toplayan basit tekniklerden 

 

6. Worm:  

 

7. Shellcode: 

lmektedir. 

8. Fuzzer: 

 

9. Backdoor: Veri 

ilen  

22-126 an 

6'da  

. UNSW-NB15 veri seti d  

  

DoS 12.264 

Analytics 2.000 

Exploits 33.393 

Generic 40.000 

Reconnaissance 10.491 

Worm 130 

Shellcode 1.133 

Fuzzer 18.184 

Backdoor 1.746 

Normal 56.000 

Toplam 175.341 

 

 ellik 27]. UNSW-NB15 veri 

setinin 3 te .
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                               4.3. UNSW-  

4.3.3. CIC IDS 2017 

[128  [128-132

 

 

1. DoS: 



61 
 

2. DDoS:    

 

 

3. Botnet: , 

 

4. Portscan: 

otomatik olarak taraya

 

5. Web Attack: 

 

6. Infiltration: i

 

7. Heartbleed: Web 

 

a  4.7 da  

 4.7. CIC IDS 2017 veri seti d  

  

DoS 252.661 

DDoS 41.835 

Botnet 1966 

Portscan 158.930 

Infiltration 36 

Web Attack 15.988 

HeartBleed 11 

Normal 2.358.036 

Toplam 2.829.463 

 

Bu veri setinde 80'den fazla 4'te CIC IDS 2017 
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 4.4. CIC IDS 2017  

4.4.    

 -KDD, 

UNSW-

. 

arak 
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inde Min.-Maks. 

-

4.15 . 

                      (4.15)

Min.-M  

133]. 

4.5.  Hibrit  - GWOMFO 

teknikler 

 ilen

yarg  

mektedir. 

, 

STS . Bu 

. 
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 .  

 

 

av konumu 

4.16) ile verilen denklem, GWOMFO 

 

                                                        (4.16) 

t 

 

i . Daha sonra denklem (4.16

. Bu, GWO'nun avlanma 
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 devam edilir. p parametresi 

Hesaplama bu durumda Denklem (4. i pozisyon eskisinden 

4.16

 

algoritma 

  

veren 

ifadeyle  i a  

 yerel olarak arama yaparak 

birbirlerini etkilerler. Bu nedenle,    

 per

a 8'de  

.  kodu 

             

01:  

02:   

03:  

04:  en iyi ajan 

05:  en iyi ikinci ajan 

06:   

07:   

08: While (t<L) do 

09: For each agent do 

10:  

11: Mevcut ajan konumunu Denklem (4.6) kullanarak 
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12: Else 

13: Mevcut ajan konumunu Denklem (4.16)  kullanarak 

 

14: End For 

15:  

16: esapla  

17:    

18: t++ 

19: End While 

20: Return  

 

4.6.   

-

134

 

4.7. Test 

-KDD, UNSW-NB15 

 

4.8.  

 

. 
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TPR = TP/ (FN + TP) 

 

FPR = FP / (TN+ FP) 

Recall): Olum  

) 

 

Kesinlik = TP / (TP + FP) 

F-  

   

4.9.  

Intel Core i7-4500U CPU, 16 GB RAM ve 1 TB SATA HDD'ye sahiptir

-

 

bu veri 

 

Framework 
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i kullanabilir ve bunlar uygulanan 

problemler

]. 

Multi Layer Perceptron (MLP) 

 beslemeli 136]. Genel 

 hem de bir sonraki katmana 

. Her 

138]. 

 tir; N, her veri 

el

. 

 

 

 

-

 

                            (5.2) 
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-

 le 

  

 

 

 

 

 

 

 

 

 

 

 

.  
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5.  

5.1.  

veri setlerine in 

. 

veri seti ile elde 

   

.  

Veri Seti   TPR FPR 

NSL-KDD 97.4 95.7 8.64 

UNSW-NB15 98.3 97.2 5.71 

CIC IDS 2017 99.2 98.3 4.11 

 

5.1'd  
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NSL-KDD UNSW-NB15 CIC IDS 2017
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elde 

kriterler 'd . 

e 5.2. GWOMFO, GWO ve MFO eri setinde 

 

 Metrik 

NSL-

KDD 

UNSW-

NB15 

CIC IDS   

2017 

GWO  95.7 96.1 96.3 

Kesinlik 94.9 95.3 95.5 

 94.7 94.8 95.1 

F-  94.8 95.0 95.3 

MFO  92.5 92.8 92.9 

Kesinlik 92.0 92.4 93.1 

 91.4 92.0 92.7 

F-  91.7 92.2 92.9 

GWOMFO 

 

 97.4* 97.8* 97.7* 

Kesinlik 97.7* 97.4* 97.8* 

 96.5* 97.2* 97.4* 

F-  97.2* 97.3* 97.6* 
*:  

-

lan

'de yer alan . 

 

 

 

 

 

 

 

 

 

 

 

 

.  

8
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8
9
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8
8

8
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9
0
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8
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D E P S O M V O J A Y A S S A S C A G W O M F O

NSL-KDD UNSW-NB15 CIC IDS 2017
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 algoritma 

 5.3'te  

elge 5.3. alar ile GWOMFO 

  

Veri Seti Metrik DE PSO MVO JAYA SSA SCA 

 

GWOMFO 

NSL-

KDD  86.0 93.2 89.8 88.0 86.0 90.0 97.4* 

Kesinlik 88.8 94.1 88.0 90.8 87.9 90.8 97.7* 

 88.4 93.7 87.5 92.3 86.7 92.0 96.5* 

F-  88.6 93.9 88.0 91.5 87.3 91.4 97.2* 

UNSW-

NB15  87.1 94.0 90.5 89.5 87.2 90.6 97.8* 

Kesinlik 89.3 94.3 90.2 89.7 88.0 91.5 97.4* 

 89.1 94.6 91.3 90.3 88.5 91.6 97.2* 

F-  89.2 94.4 90.7 90.0 88.2 91.5 97.3* 

CIC IDS 

2017  88.0 94.2 91.3 89.7 87.9 91.4 97.7* 

Kesinlik 89.3 94.3 90.7 90.2 88.3 91.6 97.8* 

 88.7 93.6 91.8 90.5 88.4 91.9 97.4* 

F-  89.0 93.9 90.5 90.3 88.3 91.7 97.6* 
*:  

 

 

bir tespit or 'te .
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NSL-KDD veri

UNSW-NB15 veri

0

10

20

30

40

50

60

70

80

90

100

Siam-IDS

[139]

HFR-MLR

[140]

RF [141] MDPCA-

DBNs

[142]

I-ELM

[143]

TFTC

[144]

GWOMF

O

DoS 85,37 83,94 75,8 81,09 76,37 88,2 96,3

Probe 48,66 85,17 64,8 73,94 83,36 87,32 95,21

U2R 56,72 7 4,9 6,5 11 70,15 82,13

R2L 33,25 38,53 52,2 17 32,35 42 77,46

NSL-KDD

0
10
20
30
40
50
60
70
80
90

100

ABC-AFS

[123]

DO-IDS

[126]

SVM [145] Naive

Bayes

[146]

GWOMFO

DoS 83,3 93,1 95,2 92,97 98,11

Backdoor 63,4 98 99,3 90,02 98,41

Exploits 63,7 92,6 88,8 46,7 94,33

Reconnaissance 49,3 98,8 97,9 71,42 99,02

Fuzzers 60,3 95,3 86,8 80,03 95,72

Worms 55,3 100 99,9 99 99,4

General 87,3 100 97,3 92,61 99,37

Shellcode 70,9 99,2 99,2 75,24 99,46

Analytics 80,11 98,2 98,7 90,66 99,21

UNSW-NB15
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CIC IDS 2017 veri setinde TPR

setleri NSL-KDD, 

UNSW-

te

80

82

84

86

88

90

92

94

96

98

100

GA-BPNN [147] AD-H1CD [141] GWOMFO

Brute Force 97,89 98,05

Botnet 97,5 94,48 98,08

DoS 99,63 99,68

DDoS 99,86 99,89

Infiltration 96,4 97,1

Port Scan 96,01 99,82 99,86

Web Attack 97,85 87,38 98,4

CIC IDS 2017
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 GWOMFO a -KDD, UNSW-NB15 ve CIC IDS 

2017 veri  

Algoritma veya Model Yazar Veri Seti 

Quasi-optimal 

Algorithm 

Nasr ve ark. [148] NSL-KDD 0.933

Canonical correlation+ 

feature association 

impact scale 

Jyothsna ve Prasad [149] NSL-KDD 0.910

PCA and optimized 

SVM 

Ikram ve ark. [150] NSL-KDD 0.965

Deep Learning 

Approach 

Niyaz ve ark. [151] NSL-KDD 0.791

Random Forest Aljawarneh ve ark. [152] NSL-KDD 0.806

 Aljawarneh ve ark. [152] NSL-KDD 0.765

Decision Tree Aljawarneh ve ark. [152] NSL-KDD 0.810

Information gain and 

RepTree 

Belouch ve ark. [153] UNSW-NB15 0.900

ABC and AFS 

algorithms 

Hajisalem ve Babaie [123] UNSW-NB15 0.980

Constrained-

optimization-based 

extreme learning 

machines 

Wang ve ark. [154] UNSW-NB15 0.830

Skip-gram model 

classifier 

Carrasco ve Sicilia [155] UNSW-NB15 0.910

Hyper clique improved 

binary gravitational 

search algorithm as FS 

and SVM 

Raman [156] UNSW-NB15 0.960

Gradient boosted 

machine 

Tama ve Rhee [157] UNSW-NB15 0.930

Random forest as 

feature selection and k-

nearest neighbors 

Alrowaily ve ark. [158] CIC IDS 2017 0.990

Negative selection 

algorithm and classifiers 

Hosseini ve Seilani [159] CIC IDS 2017 0.970

Random forest classifier Bindra ve Sood [160] CIC IDS 2017 0.960

LSTM, CNN AND FNN Lee ve ark. [161] CIC IDS 2017 0.980

Self-adaptive 

grasshopper 

optimization algorithm 

Shukla [162] CIC IDS 2017 0.990

LSTM Kaur ve Singh [163] CIC IDS 2017 0.990

BRS Prasad ve ark. [128] CIC IDS 2017 0.970

DBN Elmasry ve ark. [164] CIC IDS 2017 0.980

 

(GWOMFO) 

Hasan ve ark. [165] NSL-KDD 0.974*

  UNSW-NB15 0.983*

  CIC IDS 2017 0.992*
*:  
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6.  

a

  

 NSL-KDD, UNSW-NB15 ve CIC IDS 2017 veri setleri ile yeni 

gereksinim devam edecektir. 

Hibrit algoritmalar

 

en

  t

, 13 

benchmark fonksiyonuna uygulanarak 

  

 

iyi 

. 

ii. En 4 ile NSL-KDD veri setinde elde 

 

-NB15 veri setinde elde 



77 
 

 

v. Genel olarak  

. 

r son

Elde edilen  

algoritmalara oranla Benchmark 

 

 

 . 

 bir konu olmaya devam edecektir. Bunun 

 

 yer alan [36], [37], [38], [39

konusu lar

 

: 

1. 

i algoritmalar ile yeni 

 

 

2. , 

timizasyon problemlerini de 

 

3. 
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EK-1 NSL-  

 

NSL-KDD 

   

Duration 0 

Protocol Type tcp 

Service ftp_data 

Flag SF 

Src Bytes 491 

Dst Bytes 0 

Land 0 

Wrong Fragment 0 

Urgent 0 

Hot 0 

Num Failed Logins 0 

Logged in 0 

Num compromised 0 

Root shell 0 

Su attempted 0 

Num root 0 

Num file creations 0 

Num shells 0 

Num access files 0 

Num outbound cmds 0 

Is host login 0 

Is guest login 0 

Count 2 

Srv count 2 

Serror rate 0.00 

Srv serror rate 0.00 

Rerror rate 0.00 

Srv rerror rate 0.00 

Same srv rate 1.00 

Diff srv rate 0.00 

Srv diff host rate 0.00 

Dst host count 150 

Dst host srv count 25 

Dst host same srv rate 0.17 

Dst host diff srv rate 0.03 

Dst host same src port rate 0.17 

Dst host srv diff host rate 0.00 

Dst host serror rate 0.00 
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Dst host srv serror rate 0.00 

Dst host rerror rate 0.05 

Dst host srv rerror rate 0.00 

Label normal 
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EK-2 UNSW-  

 

UNSW-NB15 

   

Srcip 175.45.176.2 

Sport 23357 

Dstip 149.171.126.16 

Dsport 80 

Proto tcp 

State FIN 

Dur 0.240139 

Sbytes 918 

Dbytes 25552 

Sttl 62 

Dttl 252 

Sloss 2 

Dloss 10 

Service http 

Sload 2.805.042.188 

Dload 8.157.941.875 

Spkts 12 

Dpkts 24 

Swin 255 

Dwin 255 

Stcpb 1708297952 

Dtcpb 1939490744 

Smeansz 77 

Dmeansz 1065 

Trans depth 1 

Res bdy len 12026 

Sjit 1.170.481.668 

Djit 114.438.336 

Stime 1421927416 

Ltime 1421927416 

Sintpkt 21.830.818 

Dintpkt 9.570.304 

Tcprtt 0.051475 

Synack 0.006528 

Ackdat 0.044947 

Is sm ips ports 0 

Ct state ttl 1 

Ct flw http mthd 1 

Is ftp login 0 

Ct ftp cmd 0 
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Ct srv src 3 

Ct srv dst 2 

Ct dst ltm 2 

Ct src ltm 1 

Ct src dport ltm 1 

Ct dst sport ltm 1 

Ct dst src ltm 1 

Attack cat Exploits 

Label 1 
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EK-3  

 

CIC IDS 2017 

   

Flow ID 192.168.10.14-209.48.71.168-

49459-80-6 

Source IP 192.168.10.14 

Source Port 49459 

Destination IP 209.48.71.168 

Destination Port 80 

Protocol 6 

Time stamp 5/7/2017 8:42 

Flow Duration 38308 

Total Fwd Packets  1 

Total Backward Packets 1 

Total Length of Fwd Pck 6 

Total Length of Bwd Pck 6 

Fwd Packet Length Max 6 

Fwd Packet Length Min 6 

Fwd Pck Length Mean 6 

Fwd Packet Length Std 0 

Bwd Packet Length Max 6 

Bwd Packet Length Min 6 

Bwd Packet Length Mean 6 

Bwd Packet Length Std 0 

Flow Bytes/s 313.250.496 

Flow Packets/s 52.208.416 

Flow IAT Mean 38308 

Flow IAT Std 0 

Flow IAT Max 38308 

Flow IAT Min 38308 

Flow IAT Total 0 

Fwd IAT Mean 0 

Fwd IAT Std 0 

Fwd IAT Max 0 

Fwd IAT Min 0 

Bwd IAT Total 0 

Bwd IAT Mean 0 

Bwd IAT Std 0 

Bwd IAT Max 0 

Bwd IAT Min 0 

Fwd PSH Flags 0 

Bwd PSH Flags 0 

Fwd URG Flags 0 

Bwd URG Flags 0 
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Fwd Header Lenth 20 

Bwd Header Lenth 20 

Fwd Packets/s 26.104.208 

Bwd Packets/s 26.104.208 

Min Packet Length 6 

Max Packet Length 6 

Packet Length Mean 6 

Packet Length Std 0 

Packet Len Variance 0 

FIN Flag Count 0 

SYN Flag Count 0 

RST Flag Count 0 

PSH Flag Count 0 

ACK Flag Count 1 

Urg Flag Count 1 

CWE Flag Count 0 

ECE Flag Count 0 

Down/Up Ratio 1 

Average Packet Size 9 

Avg Fwd Segment Size 6 

Avg Bwd Segment Size 6 

Fwd Avg Bytes/Bulk 20 

Fwd Avg Packets/Bulk 0 

Fwd Avg Bulk Rate 0 

Bwd Avg Bytes/Bulk 0 

Bwd Avg Packets/Bulk 0 

Bwd Avg Bulk Rate 0 

Subflow Fwd Packets 0 

Subflow Fwd Bytes 1 

Subflow Bwd Packets 6 

Subflow Bwd Bytes 1 

Init Win bytes fwd 6 

Act data pkt fwd 255 

Min seg size fwd 946 

Active Mean 0 

Active Std 20 

Active Max 0 

Active Min 0 

Idle Mean 0 

Idle Packet 0 

Idle Std 0 

Idle Max 0 

Idle Min 0 

Label 0 

 


